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Get the most from this book
Everyone has to decide his or her own revision 
strategy, but it is essential to learn your work, review 
it and test your understanding. These Revision Notes 
will help you to do that in a planned way, topic 
by topic. Use this book as the cornerstone of your 
revision and don’t hesitate to write in it – personalise 
your notes and check your progress by ticking off 
each section as you revise.

Tick to track your progress
Use the revision planner on pages 4 and 5 to plan 
your revision, topic by topic.  
Tick each box when you have:
✚	 revised and understood a topic
✚	 tested yourself
✚	 practised the exam questions and checked  

your answers.

You can also keep track of your revision by ticking 
off each topic heading in the book. You may find it 
helpful to add your own notes as you work through 
each topic.
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Countdown to my exams

Exam breakdown

1 Fundamentals of algorithms 
9 1.1 Representing algorithms    

13 1.2 Efficiency of algorithms    

13 1.3 Searching algorithms    

15 1.4 Sorting algorithms    

2 Programming
18 2.1 Data types    

18 2.2 Programming concepts    

22 2.3 Arithmetic operations in a programming language    

23 2.4 Relational operations in a programming language    

23 2.5 Boolean operators in a programming language    

24 2.6 Data structures    

26 2.7 Input/output    

26 2.8 String-handling operations in a programming language    

27 2.9 Random number generation in a programming language    

27 2.10 Structured programming and subroutines  
         (procedures and functions)    

29 2.11 Robust and secure programming    

3 Fundamentals of data representation 
34 3.1 Number bases    

35 3.2 Converting between number bases    

38 3.3 Units of information    

38 3.4 Binary arithmetic    

40 3.5 Character encoding    

42 3.6 Representing images    

45 3.7 Representing sound    

46 3.8 Data compression    

4 Computer systems 
50 4.1 Hardware and software    

50 4.2 Boolean logic    

53 4.3 Software classification    

57 4.4 Programming languages and translators    

59 4.5 Systems architecture    

5 Fundamentals of computer networks 
66 5.1 Computer networks    

6 Cyber security 
74 6.1 Fundamentals of cyber security    

74 6.2 Cyber security threats   

77 6.3 Methods to detect and prevent cyber security threats   

7  Relational databases and Structured  
Query Language 
80 7.1 Relational databases    

81 7.2 Structured Query Language    
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of digital technology on wider society
86 8.1 The impacts and risks of digital technology on society    

92 Check your understanding answers 
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Exam breakdown

The specification
The AQA GCSE Computer Science specification includes a list of all content 
that can be covered in examinations. This is further split down into the 
contents of paper 1 and paper 2. Each examination question must cover one or 
more of these topics and more importantly, nothing outside these topics can 
be asked about without further explanation.

It is vital that you focus your revision on these topics and make sure that you 
understand each keyword that is used. A guidance column is included to help 
you understand the depth required for each topic.

Every topic in the specification could be asked about, but not all topics will 
be included in any particular session. Do not focus too much on any specific 
topic at the expense of other topics – there may be no questions on that topic 
in the paper you sit, and there may be questions on the other topics.

The examination structure
AQA GCSE Computer Science is split into two examinations, each with a 
different focus. Both papers must be sat in the final year of your studies  
(Year 11 for most students).

Paper 1
Computational thinking and programming skills covers:
✚ computational thinking
✚ code tracing
✚ problem-solving
✚ programming concepts, including the design of effective algorithms and 

the design, writing, testing and refining of code.

Paper 1 lasts for two hours and is worth 90 marks, accounting for 50% of your 
final grade. 

Paper 2
Computing concepts covers:
✚ data representation
✚ computer systems
✚ the fundamentals of computer networks
✚ cyber security
✚ relational databases and structured query language (SQL)
✚ the ethical, legal and environmental impacts of digital technology on 

wider society, including issues of privacy.

Paper 2 lasts for one hour 45 minutes and is worth 90 marks, accounting for 
50% of your final grade.

Countdown to my exams

6–8 weeks to go

✚ Start by looking at the specification – make sure you 
know exactly what material you need to revise and 
the style of the examination. Use the revision planner 
on pages 4 and 5 to familiarise yourself with the 
topics.

✚ Organise your notes, making sure you have covered 
everything on the specification. The revision planner 
will help you to group your notes into topics.

✚ Work out a realistic revision plan that will allow you 
time for relaxation. Set aside days and times for all 
the subjects that you need to study and stick to your 
timetable.

✚ Set yourself sensible targets. Break your revision 
down into focused sessions of around 40 minutes, 
divided by breaks. These Revision Notes organise the 
basic facts into short, memorable sections to make 
revising easier.

2–6 weeks to go

✚ Read through the relevant sections of this book and 
refer to the exam tips, common mistakes and key 
points. Tick off the topics as you feel confident about 
them. Highlight those topics you find difficult and look 
at them again in detail.

✚ Test your understanding of each topic by working 
through the Check your understanding questions in 
the book. 

✚ Make a note of any problem areas as you revise and 
ask your teacher to go over these in class.

✚ Look at past papers. They are one of the best ways  
to revise and practise your exam skills. Write or 
prepare planned answers to the exam-style  
questions provided and check your answers.

✚ Use the Now test yourself activities to try out different 
revision methods. For example, you can make notes 
using mind maps, spider diagrams or flash cards.

✚ Track your progress using the revision planner and 
give yourself a reward when you have achieved  
your target.

One week to go

✚ Try to fit in at least one more timed practice of an 
entire past paper and seek feedback from your 
teacher, comparing your work closely with the mark 
scheme.

✚ Check the revision planner to make sure you haven’t 
missed out any topics. Brush up on any areas of 
difficulty by talking them over with a friend or getting 
help from your teacher.

✚ Attend any revision classes put on by your teacher. 
Remember, they will be an expert at preparing people 
for examinations.

The day before the examination

✚ Browse through these Revision Notes for useful 
reminders, for example the exam tips, common 
mistakes and key points.

✚ Check the time and place of your examination.

✚ Make sure you have everything you need –  extra pens 
and pencils, tissues, a watch, bottled water, sweets.

✚ Allow some time to relax and have an early night to 
ensure you are fresh and alert for the examinations.

My exams

Paper 01

Date:  ......................................................................................

Time: ......................................................................................

Location: ................................................................................

Paper 02

Date:  ......................................................................................

Time: ......................................................................................

Location: ................................................................................

321151_FM_MRN_AQA_GCSE_001-008.indd   6-7 11-02-2021   10:59:47

Features to help you succeed

Exam tip

Expert tips to help polish your exam technique and 
maximise your chances in the exam.

Common mistake

Common mistakes that candidates make and how to 
avoid them.

Check your understanding

Questions to test your understanding of basic facts.

Now test yourself

Activities to encourage note taking and revision.

Key point

Further explanation of some important issues.

Exam-style questions

Practice exam questions to consolidate your revision and 
practise your exam skills.

Definitions of key terms that need additional explanation 
are provided where they first appear.

Worked example

Worked examples illustrate methods, calculations and 
explanations.
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Countdown to my exams

Exam breakdown

1	 Fundamentals of algorithms 
9	 1.1  Representing algorithms 	 	 	

13	 1.2  Efficiency of algorithms 	 	 	

13	 1.3  Searching algorithms 	 	 	

15	 1.4  Sorting algorithms 	 	 	

2	 Programming
18	 2.1  Data types 	 	 	

18	 2.2  Programming concepts 	 	 	

22	 2.3  Arithmetic operations in a programming language 	 	 	

23	 2.4  Relational operations in a programming language 	 	 	

23	 2.5  Boolean operators in a programming language 	 	 	

24	 2.6  Data structures 	 	 	

26	 2.7  Input/output 	 	 	

26	 2.8  String-handling operations in a programming language 	 	 	

27	 2.9  Random number generation in a programming language 	 	 	

27	 2.10  Structured programming and subroutines  
         (procedures and functions) 	 	 	

29	 2.11  Robust and secure programming 	 	 	

3	 Fundamentals of data representation 
34	 3.1  Number bases 	 	 	

35	 3.2  Converting between number bases 	 	 	

38	 3.3  Units of information 	 	 	

38	 3.4  Binary arithmetic 	 	 	

40	 3.5  Character encoding 	 	 	

42	 3.6  Representing images 	 	 	

45	 3.7  Representing sound 	 	 	

46	 3.8  Data compression 	 	 	

4	 Computer systems 
50	 4.1  Hardware and software 	 	 	

50	 4.2  Boolean logic 	 	 	

53	 4.3  Software classification 	 	 	

57	 4.4  Programming languages and translators 	 	 	

59	 4.5  Systems architecture 	 	 	
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5	 Fundamentals of computer networks 
66	 5.1  Computer networks 	 	 	

6	 Cyber security 
74	 6.1  Fundamentals of cyber security 	 	 	

74	 6.2  Cyber security threats	 	 	

77	 6.3  Methods to detect and prevent cyber security threats	 	 	

7	� Relational databases and Structured  
Query Language 
80	 7.1  Relational databases 	 	 	

81	 7.2  Structured Query Language 	 	 	
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Countdown to my exams

6–8 weeks to go

✚	 Start by looking at the specification – make sure you 
know exactly what material you need to revise and 
the style of the examination. Use the revision planner 
on pages 4 and 5 to familiarise yourself with the 
topics.

✚	 Organise your notes, making sure you have covered 
everything on the specification. The revision planner 
will help you to group your notes into topics.

✚	 Work out a realistic revision plan that will allow you 
time for relaxation. Set aside days and times for all 
the subjects that you need to study and stick to your 
timetable.

✚	 Set yourself sensible targets. Break your revision 
down into focused sessions of around 40 minutes, 
divided by breaks. These Revision Notes organise the 
basic facts into short, memorable sections to make 
revising easier.

2–6 weeks to go

✚	 Read through the relevant sections of this book and 
refer to the exam tips, common mistakes and key 
points. Tick off the topics as you feel confident about 
them. Highlight those topics you find difficult and look 
at them again in detail.

✚	 Test your understanding of each topic by working 
through the Check your understanding questions in 
the book. 

✚	 Make a note of any problem areas as you revise and 
ask your teacher to go over these in class.

✚	 Look at past papers. They are one of the best ways  
to revise and practise your exam skills. Write or 
prepare planned answers to the exam-style  
questions provided and check your answers.

✚	 Use the Now test yourself activities to try out different 
revision methods. For example, you can make notes 
using mind maps, spider diagrams or flash cards.

✚	 Track your progress using the revision planner and 
give yourself a reward when you have achieved  
your target.

One week to go

✚	 Try to fit in at least one more timed practice of an 
entire past paper and seek feedback from your 
teacher, comparing your work closely with the mark 
scheme.

✚	 Check the revision planner to make sure you haven’t 
missed out any topics. Brush up on any areas of 
difficulty by talking them over with a friend or getting 
help from your teacher.

✚	 Attend any revision classes put on by your teacher. 
Remember, they will be an expert at preparing people 
for examinations.

The day before the examination

✚	 Browse through these Revision Notes for useful 
reminders, for example the exam tips, common 
mistakes and key points.

✚	 Check the time and place of your examination.

✚	 Make sure you have everything you need –  extra pens 
and pencils, tissues, a watch, bottled water, sweets.

✚	 Allow some time to relax and have an early night to 
ensure you are fresh and alert for the examinations.

My exams

Paper 01

Date: .......................................................................................

Time:.......................................................................................

Location:.................................................................................

Paper 02

Date: .......................................................................................

Time:.......................................................................................

Location:.................................................................................
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1 Fundamentals of algorithms

1.1 Representing algorithms
Computers are only able to follow instructions given by humans. A computer 
will only be able to solve a problem if it is given the right set of instructions. 
An algorithm is a step-by-step set of instructions to solve a problem. An 
algorithm is not a computer program but provides a blueprint for creating one.

Decomposition and abstraction
Writing accurate algorithms that describe a solution to a problem is often 
quite complex. Computational thinking is an approach that uses three 
key principles that help us to write effective algorithms: decomposition, 
abstraction and algorithmic thinking:

Decomposition means breaking the complex problem down into smaller 
more manageable parts. Dealing with each small part of the problem is much 
simpler than trying to deal with a complex problem. Breaking the problem 
down allows us to work on each sub-problem individually, then combine 
those individual solutions into a solution for the whole problem. For very large 
problems, a team of programmers can work on individual parts of the problem.

Abstraction involves taking a real-life situation and creating a model of it so 
that it can be analysed. Removing or hiding unnecessary detail means the 
programmer can focus on the important aspects of the problem.

Algorithmic thinking is a method for defining the problem in a series of steps 
to be carried out in order to solve the problem. Often, algorithms can be the 
basis for solutions to similar problems. Looking for patterns can identify 
existing solutions to similar problems that can be adapted.

An algorithm must be precise enough to define a problem accurately and 
should include all the necessary steps in the process. It should be clear what 
instructions need to be followed and what decisions need to be made and when.

Check your understanding

1	 Explain what is meant by abstraction.

2	 Explain what is meant by decomposition.

Answers on p. 92

Algorithms in terms of their input,  
output and processing
Input refers to the data given to the algorithm. This may be user input typed in 
at the keyboard, automatically collected by sensors or provided from a data file.

Output is the data given back by the algorithm to the user. This may be a 
message on screen, printed output, sounds, images or data stored to a data file.

Processing is how the data supplied is manipulated by the algorithm to 
provide the desired output.

Input Process Output

Figure 1.1 Input–process–output
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Structure diagrams
A structure diagram is a visual representation of a top-down design that is 
used to decompose a problem. At each step the next level is developed by 
deciding what is required to complete that step.

Retail system

User login Search Sales Reorder

Figure 1.2 Two-level structure diagram

This structure can be expanded further by deciding what is required for the 
sales module.

Retail system

User login Search Sales

Send email

Reorder

Shopping
basket Pay

Figure 1.3 Three-level structure diagram

The process is repeated for all the steps at this level as necessary. 

The process continues by adding levels below these where we need to clarify 
further what is required. This process carries on until each step is clearly 
defined.

A systematic approach to problem solving 
including flowcharts, pseudo-code and 
program code

Flowcharts
The inputs, processes, outputs and decisions required for an algorithm can be 
represented graphically using a flowchart.

A flowchart may use any of the following symbols:

Line
An arrow represents control passing
between the connected shapes.

This shape represents something
being performed or done.

This shape represents a subroutine
call that will relate to separate,
non-linked flowchart.

This shape represents the input or
output of something into or out of
the flowchart.

This shape represents the ‘Start’
and ‘End’ of the process.

This shape represents a decision
(Yes/No or True/False) that results in
two lines representing the different
possible outcomes.

Process

Subroutine

Input/
output

Decision

Terminal

Figure 1.4 Flowchart symbols
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✚	 All flowcharts start (and often end) with the terminal shape.
✚	 Inputs and outputs are represented by a parallelogram.
✚	 Decisions are represented by a rhombus shape with two outgoing paths, 

Yes/No or True/False.
✚	 Loops are represented using one or more rhombus shapes.
✚	 Processes are represented by rectangles.
✚	 The symbol to call a subroutine is the rectangle with two vertical lines.

For the retail system we could define a reordering system for when stock is 
low using the following flowchart:

Start

Enter ItemCode

True Call Reorder
Subroutine

Output ‘Stock
ordered’

False

End

Output ‘Stock not
reordered’

Read StockLevel
ReorderLevel

from File

Is StockLevel
≤

ReorderLevel

Figure 1.5 Flow diagram for retail reordering system

Pseudo-code
Pseudo-code is an alternative way of presenting an algorithm using a 
structured form of English. The pseudo-code algorithm will show the 
structure of the solution without using the formal syntax of a high-level 
language.

The ordering system represented by the flowchart could be written in 
pseudo-code:

01 INPUT ItemCode

02 READ StockLevel, ReorderLevel From File

03 IF StockLevel <= ReorderLevel THEN

04 	 Call ReOrder()

05 	 PRINT 'Stock ordered'

06 ELSE

07 	 PRINT 'Stock not reordered'

08 END IF

Program code
Once the design process is complete the next step is to write the program in 
a suitable programming language. Using flowcharts and/or pseudo-code to 
prepare a working solution should improve the chances of the coded solution 
working effectively.

Syntax refers to the formal 
structure used when writing 
a program. Computers only 
understand commands if 
they are typed precisely. 
The syntax includes the 
spelling of key words 
and the punctuation and 
grammar required.

Exam tip

Pseudo-code is not strictly 
defined and variations on 
the exact words used are 
often acceptable. AQA has a 
specific pseudo-code it will 
use in the exam; it is a good 
idea to become familiar with 
this. The guide is available 
from the AQA website.

Subroutines are separate 
pieces of code that can 
be called from within 
a program. After the 
subroutine has completed 
its task, control returns to 
the main program.
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Determine the purpose of simple algorithms 
using trace tables and visual inspection
A trace table is a method for following through an algorithm to identify  
any errors.

The contents of each variable are shown after each line of the algorithm has 
been completed.

By manually tracing the algorithm for a number of values we can identify if it 
works as expected or where any errors occur.

For the reorder system above, we can test the algorithm for different items 
and stock levels.

In this example the trace table has been completed for item 009, with  
a current stock level of 8 and a reorder level of 3.

Line itemCode StockLevel ReorderLevel Output Comments

01: INPUT ItemCode 009 Item code 009 entered  
by user

02: READ StockLevel, 
ReorderLevel From File

009 8 3 Values read in from  
external file

03: IF StockLevel <= 
ReorderLevel THEN

009 8 3 8 is NOT smaller than 
or equal to 3, so line 7 
executed next

07: PRINT 'Stock not 
reordered'

009 8 3 ‘Stock not 
reordered’

Correct output printed

We would repeat the trace for a range of values, including borderline and low 
stock levels, for example 3 and 1.

Check your understanding

3	 This algorithm is designed to decide what bus fare rate to charge. Complete the 
trace table for the input value 7. 

01 age ← USERINPUT

02 IF age < 5 THEN

03 	 fare ← ‘Free’

04 ELSEIF age < 16 THEN

05 	 fare ← ‘Half fare’

06 ELSE

07 	 fare ← ‘Full fare’

08 OUTPUT fare

09 ENDIF

Line age fare Output Comment

Answers on p. 92

Exam tip

While some values are 
input on one line and do 
not change, the value of the 
variable at each stage of the 
process should be shown.
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1.2 Efficiency of algorithms
Understand that more than one algorithm 
can be used to solve the same problem
It is important to note that there are usually many ways of solving the  
same problem.

#Version 1

OUTPUT 1

OUTPUT 2

OUTPUT 3

OUTPUT 4

OUTPUT 5

#Version 2

FOR x ← 1 TO 5

    OUTPUT x

ENDFOR

Compare the efficiency of algorithms
These two algorithms produce the same results, but for 1000 numbers it 
would take longer to write the code for the first algorithm. This does not 
make it less efficient; the efficiency of an algorithm is the time taken for a 
computer to complete it. Given that computers do not all run at the same 
speed, counting the number of steps required to complete the process is a 
way of estimating how efficient an algorithm is.

The efficiency of an algorithm will also depend on the input values; using 
small values will often show little difference, but using large numbers can 
often show significant differences in efficiency. This difference can be seen 
in the possible number of steps taken by a linear search compared to a binary 
search for large data sets.

1.3 Searching algorithms
Understand and explain how linear search 
and binary search algorithms work
A search algorithm should be able to check a list of items and locate an item 
or report that the item is not in the list.

Linear search
A linear search looks at each item in turn until it finds the target item or 
reaches the end of the list. If it reaches the end of the list without finding the 
target item, it reports that the item has not been found.

Exam tip

You may not be able to remember the searching and sorting algorithms in  
pseudo-code but you need to understand how they work.
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Worked example

Position 0 1 2 3 4

Item Banana Grape Pear Apple Strawberry

↑ ↑ ↑ ↑

When searching for ‘Apple’ in this list it looks at each position in turn until it finds Apple.

It will return that Apple was found at position 3.

It will have taken four steps to find the item.

Binary search
A binary search locates an item by continuously splitting the list in half and 
checking if the midpoint is the value being searched for. If it is not it discards 
the half that does not contain the item. It requires a list to be sorted in order 
to do this.

Once it reaches a list with just one item that is not the target item it reports 
that the item is not found.

When splitting the list into two halves, if there is no midpoint, we take the 
value to the left of midpoint. (Either side could be taken provided we are 
consistent about this.)

Worked example

To search for B in this list:

Position 0 1 2 3 4 5 6 7

Letter A B C D E F G H

There are eight items. There is no exact midpoint, so we choose D, to the left of the 
midpoint.

Position 0 1 2 3 4 5 6 7

Letter A B C D E F G H

midpoint

D is not the item being searched for, and B is before D alphabetically, so we discard 
the upper half (right-hand side), including the midpoint.

Position 0 1 2

Letter A B C

midpoint

There are three items. The midpoint is B. 

The algorithm has located B at position 1.

Search method Advantages Disadvantages

linear can search an unordered list may be slow if the value is near the end of the 
list

needs to search through the complete list to 
report if a value is not found

binary usually much faster than a linear search

the number of items in the list halves after each iteration

to find a value in 1 million numbers takes just 21 
iterations; a linear search may need 1 million iterations

the list must be ordered 
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1.4 Sorting algorithms
Understand and explain how merge sort and 
bubble sort algorithms work

Merge sort
The merge sort splits an unsorted list into individual lists then merges them 
together into a sorted list.

Consider how two sorted lists can be merged into a single sorted list.
✚	 Comparing the first two items in each list.
✚	 Removing the one that comes first and adding it to a new list.
✚	 Repeating this process until one list is empty.
✚	 Adding the remaining items in the non-empty list to the new list.

Worked example

For the two lists:

List 1 List 2

3, 5 4, 8, 9, 11

Compare 3 and 4. 3 is the smallest so it is removed and placed in the new list.

New list List 1 List 2

3 5 4, 8, 9, 11

Now we compare 5 and 4. 4 is the smallest so we remove it and place it in the new list.

New list List 1 List 2

3, 4 5 8, 9, 11

Now we compare 5 and 8. 5 is the smallest so we remove it and place it in the new list.

New list List 1 List 2

3, 4, 5 8, 9, 11

List 1 is now empty so we append the contents of list 2 onto the new list.

New list

3, 4, 5, 8, 9, 11

If we are starting from an unordered list, we create a set of ordered lists by 
breaking the unordered list down into lists containing just one item.

We merge each pair of lists in turn into two item lists, then four item lists, 
and so on, until we have a single sorted list.
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Worked example

For the list:

D A C F B E H G

Split into single item lists:

D A C F B E H G

Now we merge each pair into two item lists:

A D C F B E G H

Merge in pairs again:

A C D F B E G H

Merge the list until we have a single sorted list:

A B C D E F G H

Bubble sort
✚	 Start at the beginning of the list and compare the first two items.
✚	 If they are in order, leave them.
✚	 If they are not in order, swap them over and record that a swap has taken 

place by setting a flag to True.
✚	 Now look at items 2 and 3, then 3 and 4, until the end of the list is reached.
✚	 If a swap has been made, start again at the beginning.
✚	 Repeat this process until no swaps are made on a complete pass through 

the list.

Worked example

For the list D A C B E:

D A C B E D and A are not in order so we swap them and set a swaps flag to True.

A D C B E D and C are not in order so we swap and the swaps flag is True.

A C D B E D and B are not in order so we swap and the swaps flag is True.

A C B D E D and E are in order so no action.

A C B D E Pass completed. The swaps flag is True so we set it to False and start again.

A C B D E A and C are in order no action.

A C B D E C and B are not in order so we swap and set the swaps flag to True.

A B C D E C and D are in order so no action.

A B C D E D and E are in order so no action.

A B C D E Pass completed. The swaps flag is True so we set it to False and start again.

Since the data is now in order the next pass will complete without any swaps and the swaps flag will be False at the end 
of the pass. The algorithm stops.

Sort Advantages Disadvantages

bubble easy to program takes many steps to complete the process, even for  
a small list

inefficient and not suited to large lists

merge more efficient than a bubble sort for large lists

takes the same time for a list regardless of how 
unordered it is

slow for small lists

takes up a lot of memory because it creates so  
many lists

A flag is a Boolean variable 
used to signal if something 
has happened; in the case of 
sorting, if a swap has taken 
place, the flag is set to True. 
The flag is used to decide 
if the list was in order and 
no swaps have taken place 
or not in order and some 
swaps have taken place.
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Check your understanding

4	 Show the process for sorting the list C D B A using:

a)	 bubble sort

b)	 merge sort.

5	 Show the process for finding F in the list A B C D E F G using a binary search.

Answers on p. 92

Exam tip

You may be asked to 
complete a search or a sort 
for a given data set. Show 
the steps and annotate the 
process to explain how you 
have completed the task.

Exam checklist

Representing algorithms
✚	 Understand and explain the terms decomposition and abstraction
✚	 Understand and explain the term algorithmic thinking
✚	 Explain algorithms in terms of their input, output and processing
✚	 Use a systematic approach to problem solving including flowcharts, pseudo-code 

and program
✚	 Determine the purpose of simple algorithms using trace tables and visual 

inspection

Efficiency of algorithms
✚	 Understand that more than one algorithm can be used to solve the same problem
✚	 Compare the efficiency of algorithms

Searching and sorting algorithms
✚	 Understand and explain how linear search and binary search algorithms work
✚	 Understand and explain how merge sort and bubble sort algorithms work

Now test yourself

1	 List the three key principles of computational thinking and their descriptions.

2	 Outline how a linear search and a binary search work and the major differences 
between them.

3	 Outline how bubble and merge sorts work.

Exam-style questions

1	 Draw a flowchart to describe the following process.� [6 marks]
✚	 Enter a number between 1 and 10 inclusive.
✚	 Reject values not in range and request the input again.
✚	 If it is a valid input calculate the square of the number.
✚	 Output the value and its square.

2	 Write a pseudo-code algorithm to describe a program that asks a user  
to input five numbers. 

	 The program will output the average of those five numbers.� [6 marks]

3	 Look at this list of plants:

	 ivy, broom, poppy, fern, privet, lilac, dogwood, rose
a)	 Show the steps for a merge sort to put the list of plants into  

ascending alphabetical order.� [4 marks]

b)	 Explain why a merge sort might be problematic for a set of data  
with several thousand items in it.� [2 marks]

4	 Look at this list of animals:

	 cat, dog, frog, goat, horse, kangaroo, lion, monkey, parrot
a)	 For the list of animals, show the steps in a binary search to locate lion.� [3 marks]

b)	 State how many steps it would take to locate lion using a linear  
search.� [1 mark]

c)	 Explain when you would have to use a linear search to locate an  
item in a list.� [2 marks]

Answers on p. 96
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A
abstraction   9
access rights   55, 75
algorithmic thinking   9
algorithms

efficiency   13
input–process–output   9–12
refining   32
searching   13–14
sorting   15–16

AND gates   50
AND and NOT gates   51
AND and OR gates   51–2
AND operator   23–4
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arrays   24–5
ASCII codes   40–1
assemblers   58
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automatic number plate recognition 

(ANPR)   88
autonomous vehicles   90

B
bandwidth   68
BIDMAS   22
binary arithmetic

adding   38–9
division?   40
multiplication   39

binary data, conversion to/from 
bitmap images   44

binary search   14
binary shifts   39
binary system   34

conversion to/from decimal   35–6
conversion to/from hexadecimal   

37
binary trees   47
biometrics   30, 72, 77
bitmaps   42–3

conversion to/from binary data   44
file size   43–4

bits (binary digits)   38
black-box penetration tests   76
blagging   74
Bluetooth   68
Blu-Ray   62
Boolean data   18
Boolean logic   50–2
Boolean operators   23–4

botnets   75
boundary test data   30
brute force attacks   75, 77
bubble sort   16
buses   59
bus network topology   70
bytes   38

C
cables   68
cache memory   60
CAPTCHA   78
casting   26
CDs   62
censorship   89
central processing unit (CPU)   50

components   59
fetch–execute cycle   60
performance   60

character codes
7-bit ACII   40–1
Unicode   41

characters   18
clock   59
clock speed   60
closed-circuit television (CCTV)   88
cloud computing   63, 90
colour representation   42
command line interfaces (CLIs)   54
compilers   58
compression   46–8, 57
computer-based implants   90
Computer Misuse Act 1990   87
concatenating   26
condition-controlled loops   20
constants   19
control unit (CU)   59
Copyright, Designs and Patents  

Act 1988   87
count-controlled loops   20, 21
cultural issues   86

D
databases   80

deleting data   83–4
inserting data   82
relational   81
retrieving data   82
Structured Query Language   81–4

data compression   46–8, 57
data duplication   80
data inconsistency   80
data interception and theft   75, 77
data privacy   88
Data Protection Act 2018   87
data structures   24–5

data types   18
casting (conversion)   26

data validation   29
decimal system   34

conversion to/from binary   35–6
conversion to/from hexadecimal   

36–7
decomposition   9
defragmentation   56
denial of service (DoS) attacks   75, 77
device drivers   54
DIV (quotient)   22
driverless cars   90
DVDs   62

E
efficiency of algorithms   13
electronic keys   30, 72
email confirmations   78
embedded systems   63–4
encapsulation   71
encryption   56, 72
environmental impacts   87–8
erroneous test data   31
errors   31
ethernet   70
ethernet cables   68
ethics   86
examination structure   7

F
facial recognition   88
fetch–execute cycle   60
fibre-optic cables   68
file management   55
file sizes

bitmaps   43–4
sound files   45–6

File Transfer Protocol (FTP)   71
firewalls   73
flags   16
flash memory   62
float   18
flowcharts   10–11
flowchart symbols   10
foreign keys   81
FOR loops   20, 21
functions   28

G
General Data Protection Regulation 

(GDPR)   87
gigabytes   38
graphical user interfaces (GUIs)   53–4
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H
hacktivists   75
hard disk drives (HDDs)   61
hardware   50
hexadecimal system   34–5

conversion to/from binary   37
conversion to/from decimal   36–7

hierarchical files systems   55
high-level languages   57, 58
Huffman coding   47
Hypertext Transfer Protocol  

(HTTP)   71
Hypertext Transfer Protocol Secure 

(HTTPS)   71

I
identifiers   18, 19
IF   20, 21
image representation   42–4
image size   43
impact of digital technology   89–90

censorship   89
environmental   87–8
ethics   86
legal issues   86–7
privacy issues   88

input–process–output   9
inputs, embedded systems   64
integers   18
internet, privacy issues   88
Internet Message Access Protocol 

(IMAP)   71
Internet Protocol (IP)   71
interpreters   58
invalid test data   31
iteration   20

nested   21

K
keys   72
kilobytes   38

L
layers, data transfer   71–2
legal issues   86–7
linear search   13–14
local area networks (LANs)   67

protocols   70
topologies   69–70

local variables   29
logic circuits   51–2
logic errors   31
loops   20
lossless compression   46–8, 57
lossy compression   46, 57
low-level languages   57–8

M
MAC filtering   73
machine code   57
magnetic storage   61, 62
malware   74, 77
man in the middle attacks   75
Media Access Control (MAC) 

addresses   73
megabytes   38
memory

cache   60
flash   62
RAM and ROM   60–1
volatile and non-volatile   61
see also secondary storage

memory management   55
merge sort   15–16
mobile devices   89

privacy issues   88
MOD (modulus)   22
multitasking   55

N
nesting   21
network protocols   70–1
networks   66

LAN topologies   69–70
types of   66–7
wired and wireless   67–8

network security   72–3
nibbles   37, 38
normal test data   30
NOT gates   50
NOT operator   23
number bases   34–5

converting between   35–7

O
one-dimensional arrays   24–5
open-source software   87
operating systems (OS)   53–5
operators

arithmetic   22
Boolean   23–4
relational   23
string-handling   26

optical storage   62
order of operations   22
OR gates   51
OR operator   23
OUTPUT   26
outputs, embedded systems   64

P
packet sniffing   75
parameters   28
passwords   29–30, 72, 76, 77–8
penetration testing   76

peripheral management   54
personal area networks (PANs)   66
petabytes   38
pharming   75
phishing   74
pixelation   43
pixels   42
Post Office Protocol (POP)   71
pretexting   74
primary key field   81
privacy issues   88
procedures   27–8, 28
processor cores   60
programming languages   57–8
proprietary software   87
pseudo-code   11

Q
question types   7–8

R
random access memory (RAM)   61
random number generation   27
ransomware   74
read-only memory (ROM)   61
real numbers   18
records   25, 80
redundancy   80
refining algorithms   32
registers   59
relational databases   81

see also databases
relational operations   23
removable media   76
REPEAT loops   20, 21
resolution   45
run-length encoding (RLE)   47–8

S
sample rate   45
searching algorithms   13–14
secondary storage

cloud computing   63
magnetic   61, 62
optical   62
removable media   76
solid-state   62

security   72–3
security threats   74–6

detection and prevention   77–8
selection   20

nested   21
sequence   19
shouldering   74
Simple Mail Transfer Protocol  

(SMTP)   71
social engineering   74, 77
social media, privacy issues   88
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software   50
	 operating systems   53–5
	 patching and updating   76, 78
	 system and application   53
	 utility programs   56
software licences   87
solid-state drives (SSDs)   62
sorting algorithms   15–16
sound files, size calculation   45–6
sound representation   45
spyware   74
SQL injection   75, 77
star network topology   69
string-handling operations   26
strings   18
structure diagrams   10
structured programming   27
Structured Query Language  

(SQL)   75, 81
deleting data from a database   83–4
inserting data into a database   83
retrieving data from a database   82

subroutines   27
local variables   29
parameters   28
procedures and functions   28
returning values to the calling 

routine   28–9
syntax   11
syntax errors   31

systems architecture   59
system software   53

T
terabytes   38
test data   30–1
testing   30

penetration testing   76
trace tables   12
tracking   88
translators   58
Transmission Control Protocol  

(TCP)   71
Trojans   74
trolling   86, 88
truth tables   51–2
two-dimensional arrays   25
two-factor authentication   30, 72, 78

U
Unicode   41
User Datagram Protocol (UDP)   71
USERINPUT   26
user interfaces   53–4
user management   55
usernames   29–30, 72
utility software   56–7

V
validation   29
variables   18

local   29
viruses   74
voice recognition   54
volatile and non-volatile memory   61
Von Neumann architecture   59

W
wearable technology   89
WHILE loops   20, 21
white-box penetration tests   76
wide area networks (WANs)   67

protocols   71
Wi-Fi   68, 70
wildcards   81
Windows Icons, Menus and Pointers 

(WIMP) interfaces   53–4
wired networks   67–8
wireless networks   68
wireless technology   89
worms   74

X
XOR gates   51
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Examples of embedded systems
Embedded systems are found within common household devices such as:
✚ washing machines
✚ set-top boxes
✚ telephones
✚ televisions
✚ home security and control systems.

Embedded systems are also widely used within larger and more complex 
systems, such as: 
✚ car engine management
✚ airplane avionics
✚ computer-controlled manufacturing
✚ military applications such as guidance systems.

Embedded systems are frequently connected to the internet via Wi-Fi to 
exchange data with third parties or apps on other devices, such as: 
✚ water meters
✚ energy smart meters 
✚ home security 
✚ central heating management systems.

Examples of embedded system inputs and outputs:

System Input examples Output examples

washing machine choice of program display progress

water temperature signal to heater

water level signal to water input valve

satnav destination driving instructions

GPS position current location mapped

Check your understanding

18 Describe three features that make an embedded system appropriate for use in a 
small drone helicopter.

Answers on p. 94

Exam checklist

Hardware and software

Boolean logic
✚ NOT, AND, OR and XOR gates
✚ Truth tables
✚ Logic circuit diagrams
✚ Boolean expressions

Software classification
✚ System and application software
✚ Functions of operating systems 
✚ Utility programs

Programming languages and translators
✚ High- and low-level languages
✚ Machine code and assembly languages
✚ Program translators

Systems architecture
✚ Von Neumann architecture
✚ Components of a CPU
✚ Performance of a CPU 
✚ Fetch–execute cycle
✚ Main memory – RAM and ROM
✚ Secondary storage – solid state, magnetic and optical
✚ Cloud storage
✚ Embedded systems

Exam tip

It is useful to think about 
what data is input and 
output by common devices 
with embedded systems 
and what is held in ROM and 
RAM. Think also about the 
environment in which the 
device operates to identify 
which features of the 
embedded system make 
them appropriate.
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Now test yourself

1 List the four main logic gates, draw their diagrams and describe their output.

2 Write definitions of ROM and RAM and what data they hold.

3 Make a list of the main components of the CPU and what they do.

4 List the stages of the fetch–execute cycle and what happens at each stage.

5 Make a list of the factors that affect the speed of the CPU.

Exam-style questions

1 A computer is advertised as having a clock speed  
of 2.8 GHz, 2.5 MB cache and four cores.

a) Describe how the clock speed affects the 
performance of the computer. [2 marks]

b) Describe why having more cache  
memory will improve the performance  
of the computer. [3 marks]

c) Explain how a multi-core CPU can  
improve the performance of the  
computer. [2 marks]

2 Some washing machines have an  
embedded system with ROM.

a) State one item that might be held in the  
ROM in an embedded system inside a  
washing machine. [1 mark]

b) State two items of data that might be  
held in RAM in an embedded system  
inside a washing machine. [2 marks]

c) Describe two important features of an  
embedded system that makes it  
appropriate for use in a car engine  
management system. [4 marks]

3 The Arithmetic Logic Unit (ALU) is an essential  
part of a computer system.

a) Describe three types of operation carried  
out by the ALU, giving an example for  
each one. [6 marks]

b) Describe what happens at the fetch  
stage of the fetch–execute cycle. [3 marks]

4 The cloud is a term that refers to the storage of  
files and provision of software via the internet.

a) State two services provided by cloud  
computing. [2 marks]

b) Explain three advantages of cloud  
computing for a small accountancy  
business. [6 marks]

5 State the output from this circuit. [1 mark]

1

0

1

AND
OR

6 Complete the truth table for P = A • B  [3 marks]

A B P = A • B 

0 0 0

0 1

1 0

1 1

7 This is a logic circuit.

RA

B

C

P

a) Write down the expression to describe  
this circuit as P = …………………… [4 marks]

b) Complete the truth table for this circuit. [4 Marks]

A B C R P

0 0 0

0 0 1

0 1 0

0 1

1 0

1

1

1

Answers on p. 97
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